
   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NOTES 

• Guidance, Not Prescription: This flow chart serves as a guide rather than a definitive or authoritative resource. It aims to facilitate discussion with companies to help them navigate towards the appropriate cybersecurity 

framework.  Each framework comes with its own set of advantages and limitations, and ultimately, the decision on which to adopt rests with the company. 

• Starting Point - Customer Requirements: The journey begins with the specific requirements provided by the direct customer. Engaging in dialogue with the customer about cybersecurity expectations is crucial. Even if 

customer-specific guidance exists, companies are encouraged to proceed through the flow chart (as indicated by the dashed return line) and adopt more stringent measures between the customer's guidelines and the identified 
baseline framework. 

• Stay Updated: The regulatory environment for cybersecurity is ever evolving. While this tool is a valuable starting point, it is important to check with cybersecurity requirements experts and utilize the latest version of whichever 

framework is selected to ensure compliance with current standards. 

• Additional Requirements - ITAR and HIPAA: ITAR and HIPAA requirements possess unique considerations and should be treated as supplementary to any other baseline framework selected by the flow chart. They add an 

additional layer of complexity and specificity to the cybersecurity measures that a company must undertake. 

• Hard Requirements vs. Recommendations:   It's important to recognize that some frameworks entail hard requirements—such as CMMC for DoD contractors—while others might offer recommendations. This distinction is 

visually represented in the flow chart using blue (for recommendations) and red (for hard requirements) colors, aiding in the understanding of each framework's nature and obligatory level. 
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or provide cloud services to 
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The best starting point is if your 
customer provides specific 
cybersecurity guidance or if there are 
contractual obligations related to the 
cybersecurity of your product.

If  the final destination of your product 
is intended for any government entity, 
even if is not your direct customer, 
your company is in the federal supply 
chain.

Direct access to Federal IT networks 
will not not typically apply to most 
pharmaceutical manufacturers, but is 
an important consideration for 
selecting a cybersecurity framework.

COTS products are items available in 
the commercial marketplace that can 
be bought and used under government 
contracts with minimal or no 
modification as defined by Federal 
Acquisition Regulation (FAR) Part 
2.101.
https://www.acquisition.gov/far/2.101

Controlled Unclassified Information 
(CUI) is information the government 
creates or possesses, that requires 
safeguarding or dissemination 
controls pursuant to and consistent 
with law, regulations, and government-
wide policies—or Personally 
Identifiable Information (PII) for the 
government.
https://www.archives.gov/cui/about

Since most federal departments have 
their own preferred frameworks, 
depending on the end customer for 
your products, the matching 
framework is given preferred 
consideration.  

This is the initial, recommended 
baseline framework for small and 
medium-sized pharmaceutical 
manufacturers to consider based on 
the responses provided.

NIST CSF

NIST 800-53 HIPAA Security Rule
*in addition to baseline framework

NIST CSF

NIST 800-171 CMMC Lvl 2

NIST 800-171 CMMC Lvl 1

Health Industry Cybersecurity 
Practices (HICP)

NIST CSF ITAR
*in addition to baseline framework
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Does your company handle 
Protected Health 

Information (PHI)?

Do you manufacture, 
export, broker, or provide 

defense services related to 
items on the US Munitions 

List? 

Recommendation
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Requirement

Continue flowchart and compare customer requirements with the selected baseline framework and implement the more stringent ofthe two.
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